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Abstract: 

Currently, the number of Web applications are increasing continuously every day together with more or 
less successful attacks on these applications. Many tools are used for penetration testing to eliminate 
vulnerabilities. The proposed research will examine, analyze, and compare in details broad portfolio of open 
source tools for penetration testing of web applications vulnerabilities based on OWASP (Open Web 
Application Security Project) guidelines. The aim of the thesis will also be to analyze real incidents from 
recent years and to evaluate whether testing, according to OWASP, could help prevent these incidents. 
Thus, how to further improve penetration testing and how to use the correlation of output from many 
different tests to create more complex models (with the possible use of A.I.). 
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